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ITAMATKA _ _
JJIS OBYYAIOIIUXCA Ob HTHOOPMALIMOHHOMU BE3OITACHOCTHU AETEU

HEJIb351

1. Bcem moapsia cooOmiaTh CBOKO YaCTHYIO HHPOPMAIIHIO (HACTOSIIHUE UMs, (haMUIIHIO, TeTe(OH,
aJipec, HOMep HIKOJIbI, a Takxke GoTorpaduu CBOU, CBOCH CEMBH U JIPY3€i);

2. OTKpBIBaTh BIIOXKEHHBIE (DaiIIbl AIEKTPOHHON MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIS;
3. I'pyOuTth, npuanpaThCs, OKa3bIBaTh JaBICHUE - BECTH Ce0s1 HEBEKIIMBO U arpeCCUBHO;

4. He pacnopsbkaiicss 1eHbraMH TBOEW ceMbU 0€3 paspelieHus CTapIIuX - BCera CIpaliuBai
poauTenen;

5. He Bctpeuaiica ¢ MIHTEpHET-3HAKOMBIMH B PEAJIbHOM KU3HU - MOCOBETYMCS CO B3POCIBIM,
KOTOPOMY JI0BEpSICIIIb.

OCTOPOXHO

1. He Bce mumyt npaBay. Uuraems o cebe HenmpaBny B MHTepHETE - cO00ImMU 00 3TOM CBOUM
POOUTEIISAM WJIN ONICKYHAM,

2. [IpurnamaroT nepenuchBaThCs, UTPaTh, 0OOMEHUBATHLCS - POBEPD, HET JIU MOJIBOXA;
3. HesakonHoe konmpoBaHue ¢aiiioB B IHTepHETE - BOPOBCTBO;
4. Bcerpa paccka3biBail B3pOCIbIM O TTpo0JIeMax B CETH - OHU BCET/ia IIOMOTYT;

5. Vcnionb3yii HacTpoiiku 0€30macHOCTU U IMPUBATHOCTH, YTOOBI HE MOTEPATH CBOM aKKayHThI B
COLICEeTSX M JPYruX mopraax.

MO’KHO
1. YBaxaii Ipyrux nojap30BaTeNe;
2. [lonp3yenibest IHTEpHET-UCTOUHUKOM - Jieail CChUIKY Ha HETO;
3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4, O6H_IaTLC$I 34 NMMOMOIIBKO B3POCJIBIM - POAUTEIIN, OIICKYHbBI U aAMHUHUCTPALIUS CaliTOB Bcermaa
IIOMOT'YT;

5. [Ipoitau o6yuenune Ha caite "CeTeBUUOK" U MOTyUH MACIOPT HUGPPOBOro rpak1aHuHA!



ITpunoxenne N 2

NHOOPMALIMOHHAS TAMATKA
JJIA OBYYAIOIIUXCA AJIA PASMEIIEHU S
HA O©OUIINAJBHbBIX UHTEPHET-PECYPCAX

C KaXJbIM I'OJIOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTHCSI OOJIBIIIE, a IIKOJBHUKU OJITHU U3 CAMBIX
aKTUBHBIX IIOJb30Baresied PyHera. Mexay TeM, IOMHUMO OIPOMHOIO KOJIMYECTBA BO3MOYKHOCTEH,
MHTEPHET HeceT U NMpobiieMbl. DTa namsITKa JODKHA IIOMOYb Tebe 6e30MacHO HaXOUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnploTepHblii BUpPYC - 3TO Pa3sHOBHIHOCTh KOMIBIOTEPHBIX MPOTPaMM, OTIHYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B MomosHeHne K 3ToMy, BUPYCHI
MOTYT TIOBPEIUTh WU TMOJHOCTHIO YHUYTOXHUTH Bce (ailibl W JaHHBIC, MOJKOHTPOJILHBIE
I10JIb30BATENI0, OT UMEHHU KOTOpOro Oblja 3amlylieHa 3apaKeHHas MporpaMMa, a TaKKe MOBPEIUTh
WIN Jla)Xe YHUYTOXUTH OMEpPAlMOHHYIO CHUCTeMY co BceMu (haiimamu B 1ejoM. B GonbpIinHCTBE
CIIy4aeB paclpOCTPAHSIOTCS BUPYChI UEPE3 UHTEPHET.

MeTobl 3alUTEI OT BPCIOHOCHBIX ITPOTpaMM:

1. Mcnonp3yil coBpeMEHHbIE OlEpallMOHHbIE CUCTEMbI, UMEIOIINE CEPbE3HbI YPOBEHD 3aIIUTHI
OT BPEJIOHOCHBIX IIPOIPAMM;

2. TlocrosHHO ycraHaBnMBaii mauTH (UMGPOBBIE 3aIUIaTKH, KOTOPHIE aBTOMATHYECKU
YCTaHABJIMBAIOTCA C IENbI0 J0pabOTKM MPOTpaMMbI) U JApYrue OOHOBIICHHS CBOEH OIEpallMOHHOW
cucteMbl. CkaunBail UX TOJIBKO ¢ OpHUIMaIbHOTO caiita pa3padborunka OC. Eciu cymiecTByer pexum
aBTOMATHYECKOT0 OOHOBIICHUS, BKIIIOUH €T0;

3. Pabotail Ha cBoeM KOMIIBIOTEpE IO IIPpaBaMM IOJIb30BATENS, @ HE aAMUHHUCTpaTOpa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX HPOTpaMM MHCTAJUIMPOBATHCS HA TBOEM IE€PCOHAIBLHOM
KOMITBIOTEPE;

4. Hcnonb3ylli aHTUBUPYCHBIE IPOIPAMMHBIE IPOIYKTBI H3BECTHBIX IPOU3BOJIUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub (pU3NUECKHUI JOCTYI K KOMIIBIOTEPY sl IOCTOPOHHHUX JIULL;

6. Wcnonb3yll BHEIIHHWE HOCUTENM HHPOpMAIMM, Takue Kak ¢ruemka, AUCK win ¢ailn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (Pailiibl, MOTYYEHHbIE U3 HEHAJEKHBIX HUCTOUYHUKOB. Jlaxke Te
(aiinbl, KOTOpbIE MpucIal TBOW 3HAKOMBIH. Jlyulle yTo4HM y HEro, OTIPaBIsl U OH TeOe UX.

Cern WI-FI

Wi-Fi - 970 He BU niepeayn JaHHBIX, HE TEXHOJOTHS, a BCETO JIUIb Oper, mapka. Emie B 1991
roAy HUJAEpJIaHjAcKas KoMmaHus 3apeructpupoBaia Openn "WECA", uro o6o3Hayano
cnoBocoueranue "Wireless Fidelity", koTopslit mepeBoanTCS Kak "OeCcipOBOIHAS TOYHOCTH".

Jlo Hamero BpeMeHH Jonuia aApyras abOpeBuarypa, KOTopast sSBJseTCS TaKOW ke TeXHOJIOTHEH.
Oto ab6peBuatypa "Wi-Fi". Takoe Ha3BaHue OBLIO 1aHO C HAMEKOM Ha CTaHJApT BBHICIICH 3BYKOBOH
texHuku Hi-Fi, yTo B mepeBojie 03HayaeT "BbICOKasi TOYHOCTD .

Ha, OecriaTHbIi MHTEPHET-IOCTYN B Kade, OTENIX M a’dponoprax sBISETCS OTIMYHON



BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HO MHOTHE 3KCIEepThl CUMTAIOT, 4TO 0OIIeaocTymnubie Wi-Fi
CETHU HE ABISIOTCS OE30IIaCHBIMU.

CoBeThlI 10 0€30MacHOCTH paboTHI B 001Ie0CTYIHBIX ceTssXx Wi-fi:

1. He nepenaBait cBoro nuuHyro uwHpOpManuio yepe3 odmenoctymnasie Wi-Fi cetn. Paboras B
HUX, )KEJIaTeIbHO HE BBOJIUTH MMAPOJIH JOCTYIA, JOTHHBI U KaKue-TO HOMEpa;

2. Wcnonp3yii u OOHOBJISM aHTUBHUPYCHBIE HpOrpaMMbl M Opanamayep. Tem camMbIM T
obe3omnacuillb ce0s OT 3aKaYKy BUpPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonw3zoBanuu Wi-Fi otkmoun ¢ysakuro "OOmmii goctym k ¢ainaMm u npuHTepam.
Hannast QyHKIUS 3aKpbITa IO YMOJYAHUIO, OJHAKO HEKOTOPBIC TMOJIH30BATEIIM AKTUBUPYIOT €€ IS
yn00CTBa UCIIOIB30BaHKs B paboTe i y4eoe;

4. He ucnons3yit myonmunbsiii WI-FI a1 mepenaun TMYHBIX JaHHBIX, HAPUMEDP JJIs BBIXO/A B
COLIMAJIBHBIE CETU WM B 3JIEKTPOHHYIO I10UTY;

5. Wcnonp3yii Tonpko 3amuieHHoe coeauHenue yepe3 HTTPS, a ue HTTP, T.e. nmpu HaGope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOuinbsHOM Tenedone otkmroun ¢pynkuuto "lloaxmouenne k Wi-Fi aBTomatnuecku". He
JOIYCKail aBTOMAaTH4ECKOT0 MOAKIIOYEHHs ycTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.

ConuaJbHbIe CeTH

ConuanbHble CETH AaKTUBHO BXOJAT B HANly KM3Hb, MHOTHE JIIOAU PadOTAIOT M KUBYT TaM
MOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MWIIIHAPA YENOBEK, YTO SBISIETCS OJHOW CeIbMOMU
BCEX JKHUTeNeH MIaHeTbl. MHOTHE MOJIb30BaTeNld HEe MOHUMAIOT, YTO WH(OpMalKs, pa3MelIeHHAs UMH
B COLMAJBHBIX CETSAX, MOXKET OBbITh HalJeHa M HCIOJb30BaHa KEM YIrOJHO, B TOM 4YHCJE HE
00s13aTeNBbHO ¢ OJIarMMH HAMEPEHUSIMH.

OCHOBHBIC COBETHI 10 OC30IACHOCTH B COIMaJIBHBIX CCTAX!

1. Orpannus cnucok apyseil. Y TeOst B Apy3bsiX HE JIOJDKHO OBITh CIIYy4alHBIX M HE3HAKOMBIX
JTIOJICH;

2. 3ammmail cBOIO YacTHY >XKu3Hb. He yka3piBail mapousin, TenedoHBbl, ajapeca, AaTy TBOETO
POXKIEHUS U JAPYryl0 JUYHYI0 HHGPOpPMAIUIO. 3JI0YMBIIUIEHHUKH MOTYT HCIOJIb30BaTh JlaXke
MH(OPMAIIHIO O TOM, KaK Thl U TBOM POJUTEIH IIJIAHUPYETE MPOBECTU KAHUKYJIBL;

3. 3amumiail CBOIO penmyTaIluio - JACp>KU €€ B YMCTOTE M 3aJlaBail ceOe BOIPOC: XOTeN ObI ThI,
yTOOBI JApPYTHE TMOJB30BAaTEeNId BHJAEIW, YTO Thl 3arpyxaemb? [logymaii, mpexae dYeM YTO-TO
OIMyOJIMKOBAaTh, HAMKUCATH U 3aTPy3UTh;

4. Ecnu Thl TOBOPHILB C JIOJbMHU, KOTOPBIX HE 3HACIlb, HE UCIOJb3Yil CBOE pealbHOE UMS U
JPYTYIO JTUUHYIO HHPOPMAIUH: UMsI, MECTO KUTEJIbCTBA, MECTO y4eObl U MpoYee;

5. W36erait pasmemienus ¢otorpaduii B MHTEpHETE, TAE THI M300paK€H HAa MECTHOCTH, TIO
KOTOPOW MOHO OIPEAEIINTH TBOE MECTOIOJIOKEHUE;

6. HpI/I peructpaniu B COIIMAILHOM CeTHu HCO6XOI[I/IMO HCIIOJIB30BAaTh CJIOKHBIC I1apOJiu,
COCTOAIINEC U3 6YKB )51 I_II/I(I)p " C KOJIMYCCTBOM 3HAKOB HE MCHEC 8;

7. Anst counanbHOM CeTH, MOYTHI U IPYTHX CAUTOB HEOOXOIMMO MCIOJIB30BaTh pa3HbIe MapoJIu.
Tornaa ecnu T€6s1 B3IOMAOT, TO 3JI0YMBIIIIEHHUKH MOJIyYaT JOCTYI TOJIbKO K OJJHOMY MECTY, a HE BO
BCE Cpasy.

JIeKTPOHHbBIE JeHbI U



DJIeKTPOHHBIE JIGHBIW - 93TO OYEHb YAOOHBIM CMOCO0 IUIaTeX e, OJHAKO CYIIECTBYIOT
MOIICHHHUKH, KOTOpLIe XOTAT HOHy‘-II/ITI: 9THU OCHBI'U.

SJ'IGKTpOHHI)Ie JCHBI' IIOABHJIMCh COBCEM HECJAaBHO W HWMCEHHO H3-3a DOTOro0O BO MHOI'HMX
rocyaapcCrBax A0 CHUX IIOp HE IPOIIHMCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIIMOHUPYIOT M O HHX YK€ MPOIMUCAHO B 3aKOHE, TJ€ MX Pa3JesfioT Ha
HECKOJIbKO BUJIOB - aHOHHMMHBIE M HE aHOHMMHbIE. Pa3HMIIa B TOM, YTO aHOHHMHBIE - 3TO T€, B
KOTOPBIX pa3peraeTcst MpOBOIUTh Omepanuy 06e3 nAeHTU(UKALMK [0JIb30BaTeNs, @ B HEAHOHUMHBIX
UACHTU(DUKAIHS TOJB30BATENS ABISETCA 0053aTENbHOM.

Taxxe crneayeT pa3nuyaTh JIEKTPOHHbBIE (UATHBIE AEHBIU (PaBHBI TOCYJaPCTBEHHBIM BAIIOTaM)
U DJIEKTPOHHbIC HEHUATHBIE IEHBI'H (HE paBHbBI TOCYAApCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI IO OE30MACHOM paboTe € HNEKTPOHHBIMH JCHbIaMH:

1. IlpuBsoku K cyeTy MOOWJIBHBIA TeneoH. DTO caMmblii yHOOHBIM M OBICTPBIA CITOCOO
BOCCTAHOBHUTH JIOCTYI K cyery. [IpuBsi3aHHBIN Tene(OoH MOMOXKET, ecii 3a0y/ellb CBOM TIaTEKHBIH
[apoJib WM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. HCHOHBSYﬁ OJIHOPA30BLIC I1apPOJIn. ITocne nepexonaa Ha yCUJICHHYKO aBTOPHU3ALUIO TeOe yiKe
HC 6yz[eT YrpoKaThb OIIACHOCTb KPaKH WJIN IIEPCXBATA IIJIATCIKHOTO IIAPOJIA;

3. Breibepu croxublid maponb. [IpectynmHukam OyaeT HE MPOCTO YraaaTh CIIOKHBIA IapoJib.
HanexHble maposind - 3TO MapoiM, KOTOpPbIE COAEp)KaT HE MEHee 8 3HaKOB M BKIIOYAIOT B cels
CTPOYHBIE W TNPOIUCHBIE OYKBBI, IIU(PPBI ¥ HECKOIBKO CHMBOJIOB, TaKHE KaK 3HAK Jojuiapa, (yHTa,
BOCKJIMIIATEIbHBIN 3HaK 1 T.11. Hampumep, $tRONg!;;

4. He BBOAM CBOM JINYHBIE JaHHbIE HAa CaliTaX, KOTOPBIM HE J10BEPSIEILb.
DJIEKTPOHHAS MOYTA

ONEKTPOHHAs IMOYTa - 3TO TEXHOJOTUSA M INPEJOCTABISAEMBIE €0 YCIYTH IO IEPECBUIKE U
MOJIYYEHUIO DJIEKTPOHHBIX COOOIIEHUH, KOTOPbIE pacHpelesitoTCsl B KOMIbIOTEpHON ceTh. OOBIUHO
3JIEKTPOHHBIN MOYTOBBIN SIMIMK BBINISAUT CIEAYIOUIMM 00pa3oM: UMS_TOJIb30BaTENA(@UMS_JIOMEHA.
Taxxe kpome nepeaaun IpPOCTOro TEKCTa, UMEETCS BOZMOKHOCTh IepeaaBaTh (ailiibl.

OCHOBHBIC COBETHI 110 0€30ITaCHOM pa60Te C BHGKTpOHHOﬁ IMOYTOM:

1. Hano BbIOpaTh NpaBWIBHBIA IOYTOBBIA cepBUC. B HMHTEpHETE €cTh OrpOMHBIN BBIOOD
OecraTHBIX IOYTOBBIX CEPBHUCOB, OJHAKO Jy4YIlE JOBEPSATh TEM, KOTO 3HAEIIb W KTO IEPBBIH B
pEUTHHTE;

2. He yka3piBail B nuyHOW nouTe Ju4HYyl0 uHGpopmaunuto. Hampumep, nyuiie BbIOpath
"My3bIKanbHbIN _paHaT@" win "pok2013" Bmecto "temal3";

3. Mcnonp3yil ABYXSTalHyl aBTOPU3AIMIO. JTO KOTAA MOMHUMO Mapois HYXKHO BBOAMTH KOJ,
IIpHUCbUIaeMbIi 1o SMS;

4. BeiOepu CIOXKHBIN Mapob. [ KaXa0ro MoYTOBOTO SIIIMKA JOHKEH OBITh CBOM HAJICKHBIH,
YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTp BO3MOXHOCTh HaIlMCaTh CaMOMY CBOM JIMYHBIM BOIIPOC, HUCHOJIB3YH ITYy
BO3MOKHOCTB;

6. Mcnonp3yil HECKOJBKO MOYTOBBIX SANIMKOB. [IepBbIif Isi YaCTHOW MEPENUCKU C aipecaTaMu,
KOTOPBIM ThI JIOBEpsieIlb. JTO JJIEKTPOHHBIN ajpec He HaJ0 HCIOJIb30BaTh MPHU PETUCTPAIlUU HA
dhopymax u caifTax;

7. He oTkpbiBail (aiiiasl ¥ Jpyrue BIOKEHHUsS B MUCbMAaxX, Ja)ke €CIM OHU MPUILIH OT TBOUX



npyseit. Jlydie yTouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (paiiiibr;

8. Ilocne okoHyaHusi pabOTHl HA TIOYTOBOM CEPBUCE IMEpe] 3aKPhITHEM BKIAJKU C CANTOM HE
3a0ynb HaxaTh Ha "BeiiTu".

Knﬁepﬁymmnr HJIX BUPTYAJTbHOC H31€BATECJIbLCTBO

KubepOymmuHr - mpeciieioBaHUE COOOIICHUSMH, COJICPXALIMMHU OCKOpPOJICHHS, arpecCHIo,
3aIyTMBaHKe; XYJIMTAHCTBO; COLMAIBHOE OOWKOTUPOBAHME C MOMOIIBIO PA3IMYHBIX WHTEPHET-
CEpBHUCOB.

OCHOBHBIE COBETHI 110 OOPKOE C KHOEPOYILTUHTOM:

1. He Opocaiics B 60ii. JIydmuii crmoco0: mocoBeTOBaThCS Kak ceOsi BECTH M, €CJIM HET TOTro, K
KOMY MOXKHO OOpaTUThCS, TO BHAYaJle YCIOKOUTHCS. EClii Thl HauHeNIb OTBeYaTh OCKOPOICHUSIMHU Ha
OCKOpOJIEHUS], TO TOJIBKO €lIe OOMbIIE pa30kKelb KOH(IHKT;

2. Yrpasisii cBoel KubeppenyTaiuei;

3. AHOHUMHOCTb B ceTh MHUMas. CyIIECTBYIOT CIIOCOOBI BBIICHUTb, KTO CTOUT 332 AHOHUMHBIM
AKKayHTOM;

4. He cTout BecTH XyIUTaHCKUU 00pa3 BUPTyalbHOH ku3HU. MIHTEpHET (DUKCHpYET BCe TBOU
NEHCTBUS U COXpaHIET UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyJHUTENBHO;

5. Cobmro1aii CBOXO BUPTYaIbHYIO YE€CTh CMOJIOY;

6. UrHopupyil enuHuuHblii HeraTuB. OIHOpa30BbIE OCKOPOWTEIbHBIE COOOIEHUS JydIle
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcst Ha Ha4albHOUM CTaINH,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMH, B COIIMAILHBIX CETSIX
€CTh BO3MOXHOCTb OJIOKHPOBKH OTIIPABKU COOOILEHUH C ONPEIETICHHBIX apECOB;

8. Eciu TbI cBuzerens kuOepOysuinHra. TBou NEHCTBUA: BBICTYNHMTH NPOTUB IIPECiIe0BaTENs,
[I0Ka3aTh €My, YTO €ro JACHCTBUSA OLEHMBAIOTCS HETaTUBHO, MOJIEPKATH JKEPTBY, KOTOPOM HY)KHA
MICUXOJIOTHYECKasi IOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBEICHUS B CETH.

MoOuabHbI TeJ1eoH

CoBpemeHHbIE cMapTQOHBI U TUIAHIIETHI COAEpkKAT B ceOe BMOJHE B3pPOCIHbI (DyHKIHMOHAI, U
Terepb OHM MOTYT KOHKYPHPOBAaTh CO CTAIIMOHAPHBIMHU KOoMIbloTepamMu. OmHAKO, CPEACTB 3aIIUTHI
JUIS TIOI00HBIX YCTPOMCTB MOKA O4eHb Mayio. TecTupoBaHKe U TOUCK YS3BUMOCTEH B HUX MPOUCXOTUT
HE TaK UHTEHCUBHO, Kak juts [1K, To ke camoe kacaeTcs 1 MOOMIIbHBIX TTPHIIOKEHUH.

COBpeMeHHHe MOOUIIbHBIC 6paysepbl YK€ NPAKTUYICCKHU NOTHAJIN HACTOJIbHBIC aHAJIOTHU, OAHAKO
paciipeHuc (I)YHKI_II/IOHaﬂa BJIEUET 3a COOOM 6OJ'H>I_HyIO CJIO)KHOCTb U MCHBIIYHO 3alIUIIICHHOCTD.

Janexko He BCe TMPOU3BOJUTENTH BBITYCKAIOT OOHOBJICHMS, 3aKPBIBAIOIINE KPUTHUECKHE
YSA3BUMOCTH JJIsl CBOUX YCTPOUCTB.

OCHOBHBIC COBETBI JJIsA 0e30MmacHOCTH MOOUIILHOTO TCHC(I)OHH.Z

Huuero He sBnsercs mo-HacTosmieMy OecraTHeIM. bByns ocTOpokeH, Beab Korjga Teoe
MpeJIaraloT OeCIIaTHBIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHe-TO TJIaTHBIC YCIIYTH;

Hymaii, pexxae dem otmnpaBuTh SMS, $hoTo unu Buaeo. Thl TOYHO 3HACIIb, T/I€ OHU OYAYT B
KOHEYHOM HUTOre?

HeobxoaumMo 0GHOBIATE OMEPAIIMOHHYIO CUCTEMY TBOETO CMapTQoOHa;



Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbl AJ11 MOOUJIBHBIX TeJe(OHOB;

He 3arpyxkaii mHpuioXeHUs OT HEHU3BECTHOIO HMCTOYHMKA, BEIb OHU MOTYT COLEpPKAThb
BPEJOHOCHOE NTPOrPaMMHOE 00ECIIEUEHUE;

[Tocie TOro Kak ThI BBIMJCIIL C CaiiTa, T/I€ BBOJIWI JIMUYHYIO MH(GOPMAIIUIO, 3aliI1 B HACTPOUKH
Opay3sepa u ynanu cookies;

Ilepuonnuecku npoBepsii, KaKue IUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBail cBoil HOMep MOOWJIBHOTO TeleOHa TOJNBKO JIOASM, KOTOPBIX Thl 3HACllb U KOMY
JIOBEpSsiellIb;

Bluetooth momken OBITH BBIKITIOYEH, KOTAa Thl UM HE MOdb3yembes. He 3a0biBail mHOTIA
MIPOBEPSTH 3TO.
Online urpwol

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOUYHbIE, 3aXBaThIBAIOIINE Pa3BICUCHUsI, OObEIUHSIONINE
COTHHU ThICSIY YEJIOBEK IO BCEMY MHpY. Mrpoku HCCIEoylOT JaHHBI UM MUp, 00IIarTCi IpYyr C
IPYTOM, BBIIOJHSAIOT 3a/laHUsA, CPaKAOTCS C MOHCTPAaMH U IOJIYYarOT ONBIT. 3a yIOBOJBCTBUE OHU
IUIATST: MOKYNAIOT JUCK, OTJIAYUBAaOT A0OHEMEHT WIIM IPUOOPETAIOT KAKKE-TO OILIUU.

Bce »Tu cpenctBa uayT Ha HOJJEp)KaHUE M PAa3BUTHE UIPHI, a TaKKe Ha caMy O€30IacHOCTD:
COBEPILIEHCTBYIOTCSI CUCTEMBl aBTOPU3ALlMHU, BBITYCKAIOTCSI HOBblE HaTyu (IU(POBbIE 3aIUIATKU IS
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX Urpax CTOUMT OIIaCaTbCia HC CTOJIBKO CBOHX COIICPHHUKOB, CKOJIBKO Kpa>Xu TBOCTO
mapoJjisd, Ha KOTOpOM OCHOBAaHa CUCTEMaA aBTOpHU3aAllUA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE€30IIAaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu apyroit urpok BezneTr ceds MI0X0 UM CO3/1aeT Te0e HEeMpPUATHOCTHU, 3a0JIOKUPYH €ro B
CIIMCKE UTPOKOB;

2. Tloxamyiics aIMUHHUCTPATOpaM WIpPbl Ha IUIOXO€ IOBEAECHHME 3TOT0 HMIPOKa, KEIaTeJIbHO
IIPWJIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPHUHOB;

3. He yka3biBaii TMuHyt0 HHGOpMaIUIO B Ipogaiiie urpsbl;
4. YBaxkall Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBail HeopuIIMaIbHbIE TATYN U MOJIBI;

6. Mcnionp3yil CII0KHBIE U pa3HbIE TAPOJIH;

7. I[axce BO BpPEMs UTPBI HE CTOUT OTKIIFOYAaTh aHTUBUPYC. IToka TBI Hrpacuib, TBOM KOMIIBIOTECP
MOTYT 3apa3uThb.

@OUIIMHT WIN Kpaka JUYHBbIX TaHHbIX

OOBIYHON Kpakell JeHer M JIOKYMEHTOB CETOJHS YK€ HUKOTrO He YAMBHINb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JI0YMBINIUICHHUKHA TIEPEMECTHUIINCh B MHTEPHET, U MPOJIOJDKAIOT 3aHUMAThCS
"TIOOUMBIM" 1EJIOM.

Tak mosBHIacer HOBas yrpo3sa: HHTCPpHET-MOIICHHUYCCTBA U (i)I/IIHI/IHF, Ti1aBHasA OC€JIb KOTOPOIro
COCTOUT B TOJYYEHUH KOH(HIEHIMAJIbHBIX JaHHBIX IMOJb30BaTeNIel - JIOTUHOB M mapojeil. Ha
aHrauiickoMm si3bike phishing untaercs kak ¢pumuHr (ot fishing - peiOHast noBis, password - MapoJb).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:



1. Cnenu 3a cBOMM akKayHTOM. Ecim ThI mo/1o3peBaeiiib, 9TO TBOSI aHKeTa Oblla B3JIOMaHa, TO
He00X0IMMO 3a0JI0KHPOBATh €€ U COOOIIUTE aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Wcnonwe3yii Oe3omacHple BeO-CalThl, B TOM YHKCJIC, WHTEPHET-Mara3uHOB U IOWCKOBBIX
CHUCTEM,;

3. Hcnonp3yii ClOXHBIE W pa3Hble maponu. Takum oOpa3om, ecid TeOs B3IOMAKOT, TO
3JIOYMBIIIJICHHUKH 1TOJYYaT JOCTYII TOJIBKO K OJTHOMY TBOCMY HpO(bI/IJIIO B CC€TH, a HE KO BCEM,

4. Ecnu Tebs B3lOManu, TO HEOOXOOUMO MPEAYNpPEeauTh BCEX CBOMX 3HAKOMBIX, KOTOPbHIE
N00aBJIeHBl y TEOSI B JIPY3bsiX, O TOM, YTO TeOsI B3JIOMalW W, BO3MOXKHO, OT TBOECIO MMEHU Oyier
paccbuIaThCs CliaM U CChUIKU Ha (PUIIMHTOBBIE CalThI,

5. YcranoBu HanexHbIi maposb (PIN) Ha MoOUITBHBIN TenedoH;
6. OTKII0YM coOXpaHEeHHe MapoJs B Opaysepe;

7. He oTkpsiBaii (aiiiibl M Ipyrue BIOKEHUS B MUChbMaX, Ja)K€ €CIU OHU MPUIUIA OT TBOHX
npy3eit. Jlydine yrouHu y HUX, OTIPABIISUIH JTM OHU Te0e 3TH (haiiiibl.

HudpoBas penyrauus

[udpoBast penmyramust - STO HEraTWBHAs WM TO3UTHUBHAs HMHQOpManus B ceTH o Tele.
Kommpomerupytomas undopmainus, pa3MmelleHHass B HMHTEPHETE, MOXKET CEepbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEW peanbHOW »xu3HU. "Lludposas pemyramus" - 3TO TBOM UMHIXK, KOTOPBIH
dbopmupyercst u3 nHbopMauu o Tede B UHTEPHETE.

TBoe MecTo XHTENbCTBa, yueObl, TBOE€ (PUHAHCOBOE IOJIOKEHHE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorrue noJIpoCTKU JIETKOMBICIEHHO OTHOCATCA K IYOJMKAalLMKM JIMYHOM HHQOpMaluu B
WHuTepHere, HE MOHMMasi BO3MOKHBIX MOCIEACTBUN. Thl axke HE CMOXEIIb JA0rajlaTbCsi O TOM, UTO
dotorpadus, pasmelieHHas 5 1eT Ha3ajl, cTajla IPUYUHONW 0TKa3a MPUHATH TeOst Ha padoTy.

KommenTapuu, pazmenienue TBoux ¢otorpaduil U 1pyrue AeMCcTBUS MOTYT HE UCUE3HYTh JaKe
IOCJIe TOTO, KaK Thl UX yJAalduilb. Thl HE 3HAEIIb, KTO COXPAaHWJ ATy UH(POPMAIIHIO, [TOoNaja U OHa B
MIOMCKOBBIE CUCTEMBI U COXpaHMJIACh JIM OHA, a TJIaBHOE: YTO MOAYMAaIOT O TeOe OKpY’Karolue JII0/IH,
KOTOpble HaWAyT U yBUAAT 3To. HailTu mH(popMaiinio MHOTO JIeT CIyCTsI CMOXKET JII0OOH - Kak W3
JOOPBIX MOOYXIEHHM, TaK U C HAMEPEHUEM IIPUUYUHHUTD Bpell. DTO MOXKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3alIUTE HU(PPOBON pemyTaIuu:

1. I[Togymaii, mpexe yeM 4To-To MyOJIMKOBATh U MepenaBaTh y ceOs B 6yiore WM B COLUATbHOM
CETH;

2. B Hacrpoiikax npoQuis YCTaHOBM OTPaHUYEHHUS Ha IMPOCMOTP TBOErOo MNPOQMIsl U €ro
COJIEP’KUMOT0, CIIeJIall €ro TOJIBKO "uist Ipy3en';

3. He pa3memiait u He ykaspiBail WH(GOpPMAIIHIO, KOTOpask MOXKET KOT0-IH0O0 OCKOPOISTH WM
00MXKAaTh.

ABTOpCKOE MPaBo

CoBpeMeHHbBIE MIKOJBHUKH - aKTHUBHBIC IMOJIh30BaTeIN IM(poBoro mpocTtpancTBa. OmHAKO
Jalleko He BCE 3HAIOT, YTO MOJH30BAaHME MHOTMMH BO3MOXKHOCTSMHU HH(PPOBOTO MHpa Tpeldyer
coOJTI0/IeHUsI PaB Ha UHTEJUICKTYAJIbHYI0 COOCTBEHHOCTD.

TepMuH "WHTeJUIEKTyalbHass COOCTBEHHOCTh' OTHOCUTCS K  Pa3jIMYHbIM  TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauMHasi C HOBBIX M300PETEeHMH M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh Ha



MPOJAYKTHl U YCIYT'M, M 3aKaHUuMBasg KHUTaMH, (ortorpadusmu, KMHOGUIBMAMH U MY3bIKAIbHBIMU
MIPOU3BEICHUSIMH.

ABTOpCKHE IIpaBa - 3TO NpaBa Ha UHTEIJIEKTYaJIbHYI0O COOCTBEHHOCTh Ha IPOU3BEICHHS HAYKHU,
JUTEpaTyppl M HCKYCCTBAa. ABTOPCKME IIpaBa BBICTYNAOT B KAadeCTBE TIApaHTHUM TOIO, YTO
MHTEIJUICKTYaJIbHBII/TBOPUECKUI TpyA aBTOpa He OyAeT HampacHbIM, AAaCT €My CIpPaBeIJIUBbIC
BO3MOKHOCTH 3apa0oTaTh Ha pe3yJbTaTax CBOEr0 TPYAd, MOJYYUTb H3BECTHOCTb M IPU3HAHHE.
Huxro 06e3 paspemieHusi aBTOpa HE MOXET BOCIPOU3BOAUTH €r0 MPOU3BEACHUE, PACHPOCTPAHSTH,
yOJINYHO JEMOHCTPUPOBATh, IPOJaBaTh, UMIOPTUPOBATH, ITYCKATh B MPOKAT, IIYOJIMYHO HCIIOJIHATH,
MOKa3bIBaTh/UCIIONHATE B 3(upe wim pa3meniats B lHTepHeTe.

Hcnonb3oBanue '"mUpaTcKOro'" MPOrpaMMHOTO OOECIeUeHUs MOXET IPUBECTH K MHOTUM
pUCKaM: OT MOTEepH MJAaHHBIX K TBOMM akKKayHTaM J0 OJOKHPOBKH TBOErO YCTpOICTBa, Tae
YCTaHOBJICHA HEJIeTaNbHAs MporpamMMa. He cTout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JICTAIBHBIE H
OecriaTHbIE IPOTPaMMbl, KOTOPHIE MOKHO HAMTH B CETH.

O nopraJie
CereBu4oK.p( - TBOM TTIaBHBIM COBETYUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh O OE30MACHOCTH B

CCTHU IMOHATHBIM U JOCTYIIHBIM A3bIKOM, a IPX BOSHUKHOBCHHU KpHTH‘IGCKOﬁ CUTyalluu O6paTI/ITI)C$I 3a
COBETOM. A TaKxke IPUHATH YIaCTHUC B KOHKYpPCaX U CTaTb CaAMbIM I_[I/I(i)pOBBIM Fpa)KI[aHI/IHOM!



